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Disclaimer

IP Addresses are part of
our lives

In this guide, some equipment models are cited as examples for illustration of
IPv6 configurations. This does not mean they are superior to others.

Ever since the Internet became an indispensable part of all our lives, so too
did the IP address system. It is not surprising that users are not familiar with IP
addresses, because in reality we don’t deal directly with them - we only type
in the domain names of websites, which are then translated into IP addresses.
An IP address consists of a unique combination of numbers assigned to every
single device on the Internet so that servers and computers can communicate.
The Internet is the network of all networks. Without IP addresses to link up
devices, the Internet simply cannot function.

Readers who access the external websites introduced in this guide should be
aware that the information on those websites has been compiled and issued
by the respective website owners. ISOC-HK shall not be held responsible for
content of those websites, or for any changes or revisions made to the content
of those websites, or any loss or damage as a result of using the information in
those websites.

Up until now, Internet Protocol version 4 (IPv4) was the main method by which
IP addresses were assigned on the Internet. However, the number of available
IPv4 addresses on the Internet is running out fast as a result of its explosive
growth and the sheer number of devices needing to access the web. In fact,
IPv4 provides only a limited number of IP addresses of 232 or about 4.3 billion
which is much less than the world’s population.

The copyright and all other rights in this guide belong to ISOC-HK. Prior written
permission from ISOC-HK is required before re-producing any of the content.

To make sure the Internet keeps running and growing smoothly, the Internet
Engineering Task Force (IETF) developed Internet Protocol version 6 (IPv6),
a newer IP address system which offers 2128 or 3.4x1038 addresses. Apart from
providing more addresses, IPv6 also brings more benefits such as autoconfiguration, built-in encryption and enhanced quality of service.

This consumer guide has been compiled by the Internet Society Hong Kong
(ISOC-HK) for promoting IPv6 awareness. The information provided herein is
for reference only. ISOC-HK shall not be liable for any loss or damage incurred
directly or indirectly as a result of using information contained in this guide by
any reader for any reason.

Internet Society Hong Kong
Unit G, 10/F, Lladro Centre
72 Hoi Yuen Road
Kwun Tong
Kowloon
Hong Kong
Email: info@isoc.hk

People like to think about the transition from IPv4 to IPv6 to the example of
when the Hong Kong government introduced a ‘2’ in front of all fixed line
numbers when 7-digit telephone numbers
were running out. However we need to
emphasize that, unlike the telephone
number migration which simply involved
dialling an additional digit to reach
someone, IPv6 is incompatible with IPv4.
Therefore direct communication over IPv6
will require both the sending and receiving
networks to be running IPv6.

Against this background, not only will businesses need to upgrade IT systems,
but also home users will need to ensure their networking devices and PCs are
IPv6 ready. No matter what challenges lie ahead, the transition of the Internet
to IPv6 is the only available long-term solution to IPv4 exhaustion.
There is no immediate rush for the transition as IPv4 and IPv6 will co-exist for
a long time, and current IPv4 services will still be available for many years.
However, home and business users need to start thinking about what action
should be taken and consider the benefits of IPv6 before the upgrade process
begins. The objective of this consumer guide is to offer basic information on
IP addresses, and advise home and business users on how best to transition to
the new Internet world of IPv6, even while it continues to co-exist with IPv4.

I. How the Internet works
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B. How is an
IP address assigned?

I. How The Internet Works

A. What is an IP address?
When you type a website into your browser, such as “www.website.com”,
you might not be aware that behind the scenes the domain name is actually
translated to a string of numbers called an Internet Protocol address (IP
address) that uniquely identifies the website on the Internet. Similar to the
way a phone number tells the world how to reach you, an IP address is a
combination of numbers assigned to each and every computer or device so
that they can communicate over a network.

WHAT IS IP?

203.1.188.89
www.website.com

INTERNET

198.203.1.5

148.182.4.6

Smartphone

Tablet

174.106.5.8

Laptop

168.5.48.1

Game console

198.203.1.5

TV

1. IPv4

The IETF designed the Internet Protocol version 4 (IPv4) in 1983. IPv4 is the
prevalent protocol widely deployed in the Internet today. IPv4 uses 32-bit
addresses. It provides a capacity of 232 addresses which is around 4.3 billion.
An IPv4 address is represented by four groups of decimal numbers from 0 to
255 separated by a period (full stop) in between e.g. 218.213.249.21.

2. IPv6

Internet Protocol version 6 (IPv6) is a new version designed to succeed IPv4.
IPv6 uses 128-bit addresses, for an address space of 2128 (approximately
3.4x1038) addresses. A typical IPv6 address consists of 8 groups of hexadecimal
digits (0-F) separated by a colon,e.g. 2001:2e0:2001:2:218:213:249:21.

C. The "Supply Chain"
of IP Address
Internet number resources are distributed in a hierarchical manner. The
Internet Assigned Numbers Authority (IANA) delegates large ranges of IP
addresses to the Regional Internet Registries (RIRs), which then allocate IP
addresses within their regions to National Internet Registries, Local Internet
Registries, Internet Service Providers and other organisations. Under IANA,
the Number Resource Organization (NRO) is a coordinating body for the five
RIRs that manage the distribution of IP addresses.On a regional level, RIRs
manage, distribute, and register Internet number resources (IPv4 and IPv6
addresses) to National Internet Registries, Internet Service Providers and
organisations within their respective regions.

Region

RIR

Website

Africa

African Network Information
Centre (AfriNIC)

http://www.afrinic.net/

Asia-Pacific

Asia-Pacific Network
Information Centre (APNIC)

http://www.apnic.net/

North America

American Registry for Internet
Numbers (ARIN)

http://www.arin.net/

Latin America &
the Caribbean

Latin American and Caribbean
Internet Address Registry
(LACNIC)

http://www.lacnic.net/

Europe, the
Middle East
and parts of
Central Asia

Reseaux IP Europeens Network
Coordination Centre
(RIPE NCC)

http://www.ripe.net/

D. IPv4 Exhaustion

The Internet is running out of IP addresses due to its explosive growth and the
sheer number of devices now accessing the Web. In fact, the total number of
IPv4 addresses is actually much less than the world’s population.
On 3 February 2011, the last batch of IPv4 address blocks was allocated by the
NRO1, hence the term “IPv4 exhaustion”. In the Asia-Pacific region, APNIC
announced that all IPv4 addresses that could be allocated were depleted and
the policy of “Final /8” for the last remaining block (103/8) of IPv4 addresses
was triggered on 15 April 20112. It is envisaged that IPv4 addresses in other
regions will soon become completely depleted.

E. What are the benefits
of IPv6?
1. Home users

For home users, IPv6 isn’t just a numerical update designed to provide more
addresses; it will introduce new features to vastly improve your Internet
experience, making it faster and more seamless. The new standard will also
support a huge number of mobile devices and electronic appliances over the
coming decades.

WORLDWIDE UNALLOCATED IPV4 ADDRESS POOL
Projected RIR Address Pool Exhaustion Dates:

Additional Support
for Mobility.

2012
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Middle East
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North
America
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Enhanced Internet
Experience
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Asia
Pacific
Africa

2011
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Connectivity
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2014
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2014

29
JAN

Source : APNIC (http://www.apnic.net/publications/news/2011/final-8) & Geoff Huston (http://www.potaroo.net/tools/ipv4/index.html)
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http://www.nro.net/news/ipv4-free-pool-depleted
http://www.apnic.net/publications/news/2011/final-8

Home User

F. IPv6 Security

2. Businesses

For businesses, IPv6 offers a number of new capabilities which have several
advantages over IPv4. These include:

It is important to note that deploying IPv6 will NOT solve all cyber security
issues or prevent certain common threats such as:
•

Viruses and malicious code

•

Brute-force attacks and password guessing

Easy re-numbering: allows customers to change ISP without the need
to reconfigure their IP address

•

Rogue (unauthorised) devices being introduced
into the network

•

Improved network efficiency: enhances performance of any network

•

Denial of Service (DoS) attacks

•

Quality of Service (QoS) enhancement: faster connection speed for
designated applications

•

Spamming, phishing and other tactics deployed
by cyber criminals

•

Mobility support

•

Auto-configuration: IPv6 devices can automatically configure IP
addresses by themselves

•

Therefore, it is crucial for home users to stay secure by applying the latest
patches and anti-virus software and keeping their firewall switched on when
using IPv6 to connect to the Internet. You can also ask your ISP what security
measures they have in place to help you.
In addition, since most organisations will not be able to transit all their
networks to IPv6 overnight, IPv6 will be gradually deployed while IPv4 is
supported for legacy clients and services. This presents a challenge, since
a dual-stack environment increases vulnerabilities and hence potentially
introduces more security risks.

Quality of Servic e
(QoS) enhancement
Auto
configuration

Mobility suppor t
SMEs
Improved networ k
efficiency

I. Flowchart

If you’d like to know more about IPv6 security, the U.S. Department of
Commerce’s National Institute of Standards and Technology has published in
the public domain its Guidelines for the Secure Deployment of IPv63.
Here are some best-practice recommendations from the HK InfoSec website in
building and maintaining secure IPv6 in a corporate network environment:
•

Use standard, non-obvious static addresses for critical systems

•

Ensure adequate filtering capabilities for IPv6

•

Filter internal-use IPv6 addresses at border routers

•

Block all IPv6 traffic on IPv4-only networks

•

Filter unnecessary services at the firewall level

• Pay close attention to the security aspects of inter-protocol transition
mechanisms.
If you need further advice, you may ask your ISP or technical consultant for any
IPv6-related security issues.
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What is your status and
what do you need to do
to transit to IPv6?
1. Home users

III. Stage

1: Check your network
equipment and OS
2. Business

There are two checkpoints to ensure that your devices, network and other
equipment are IPv6-compliant.
1. Network devices: Your network devices such as routers and both wireless
and wired modems, as well as the Customer Premises Equipment (CPE), and
the device provided by your ISP, such as ADSL modem, VDSL modem and
cable modem, have to be IPv6-ready
For home users, please check your network equipment manual or ask the
equipment vendor through customer service hotline. For devices provided by
your ISP, check with your ISP directly.
For businesses, you may check with your software vendors and your ISP
to make sure your devices are capable of handling IPv6 connections.
Occasionally, firewalls might inadvertently filter out IPv6 traffic.
Please refer to: http://www.ipv6now.hk/en/Resources.php for a list of
IPv6-ready equipment available in the local market.

IV. Stage 2 - Getting your hands dirty

A. Configuration 6in4
tunnel in your Windows PC
2. OS in internet devices: Check if the version of your operating system is
up-to-date with IPv6 standard – the information can be found in your software
manual. In general, most current operating systems, including Windows Vista
or above, Apple Mac OSX10.2 or above and Linux Kernel 2.4 or above, are
IPv6-enabled by default.
Please refer to: http://www.ipv6now.hk/en/Resources.php for a list of
IPv6-ready OSs available in the local market.
You can perform what is known as "ping local loopback" test on your
computer to make sure your current OS is IPv6 compliant, please refer to the
below steps:
Click [Start] > [Run] and enter [cmd] to get into the command prompt
window. Then issue the command “ping ::1”. If the result shows all packets
are returned, your PC is IPv6-ready.

As of May 2012, ISPs in Hong Kong are yet to offer IPv6 services to residential
broadband customers. As IPv6 gradually becomes more popular, it
is expected that ISPs in Hong Kong will provide IPv6 services in the near future.
Despite there is no IPv6 service from ISPs, home users might try to gain
experience in IPv6 by configuring 6in4 tunnelling in Windows PC or 6in4
tunnelling in home router.
6in4 tunnelling is used to transport IPv6 packets over IPv4 network. The most
popular client software for Windows PCs with Graphical User Interface (GUI)
is the “gogoCLIENT”. It does not need manual configuration and it works
satisfactorily for Windows PCs with a routable IPv4 address or Windows PCs
behind a home router.
The following steps illustrate how to get gogoCLIENT to establish 6in4 tunnel
in Windows PCs:
1. Register a user account with gogoNET community
at http://www.gogo6.com/main/
2. In the registration process, your user name is your registered email
address. An email will be sent from gogoNET community to you for
verification that you own that email address.
3. After email verification, you have to fill in a user profile form.
4. Once these steps are finished, you can browse freely in the
gogo6.com website.
5. At any page of gogo6.com, there are the navigation menus at the bottom
of the page. Find the “Client Download” and click on it to download the
gogo6CLIENT software.

6. Proceed to download the 64-bit or 32-bit gogoCLIENT depending on
your Windows OS.

7. After installation, run the program “gogo6CLIENT utility” and click the
connect button.

8. After a few seconds, click the status button to verify that 6in4 tunnel
is established by viewing the IPv6 address in local and remote endpoint
addresses. The local endpoint address is the IPv6 address assigned to your
PC via the 6in4 server in freenet6.net.

B. Configure 6in4
tunnelling in home router
9. By now, you can open your browser and reach any IPv6 and IPv4 websites.
It should be noted that after 6 June 2012, major content providers such
as Google, Yahoo! and Facebook will have their platforms running both
IPv4 and IPv6 in parallel. When a dual-stack host (such as Windows PC with
gogoCLIENT running) tries to access a dual-stack website, IPv6 connection has
a higher priority than IPv4. In that case, Windows PC running 6in4 tunnelling
will be slower in accessing those dual-stack websites than without using the
tunnel. It is at the discretion of end users whether they want to remove 6in4
tunnelling in order to have better speed when accessing those dual-stack
websites.
Users might be aware of the presence of 6to4 and Teredo tunnels in Windows
which are generally categorized as automatic tunnels. When a website can
be accessed by both IPv4 and IPv6 (dual-stack configured, e.g., www.gov.
hk), Windows with automatic tunnels activated will only access dual-stack
websites via IPv4. In the case of gogoCLIENT which adopts 6in4 tunnel, no
such restriction is imposed and gogoCLIENT will select IPv6 connection first in
accessing dual-stack websites. Operations and other limitations of automatic
tunnels in Windows can be found in Section VI of this consumer guide.

Apart from setting up PC-based 6in4 tunnel with gogoCLIENT, home users
can also try 6in4 tunnel in their home routers if their home routers are IPv6
ready. The advantage of router-based over PC-based 6in4 tunnelling is that all
devices within the entire network can have IPv6 addresses from the router.
For this approach, you will first need to apply for an account from a Tunnel
Broker service provider. Here we will illustrate with an example from Hurricane
Electronic IPv6 Tunnel Broker. It is fast and free.
With a tunnel address, you can then use the information to do the
corresponding configuration on your router. Below we’ve outlined the simple
steps needed to achieve this. Three main brands of home routers: Linksys,
D-Link and Apple are shown below. If your brand or model is not the same as
below, please contact your IT consultant for help.
Finally you will need to make sure your OS is accepting IPv6 content.

Step 1: How to apply for an IPv6
tunnel from Hurricane Electric
(a tunnel broker)
2. Fill in the necessary information
1. Go to www.tunnelbroker.net and click “Sign-up now”

3. Go to “Create Regular Tunnel” on the left bar menu. Fill in your public IPv4
address and choose a tunnel server closest to you.

4. Your new IPv4 and IPv6 tunnel details are shown here! Remember these
details for your router set-up in the next step.

Step 2: Configure your router

1. Linksys

4.

In the 6rd Tunnel section, select Manual Configuration. Then enter
the information obtained from your tunnel broker - Prefix, Prefix
Length, Border Relay and IPv4 address Mask Length.

5.

Click Save Settings.

Applicable model: Wireless-N router
1.
2.

Access the web-based set-up page of your router.
Under the Setup tab, click the IPv6 Setup sub-tab.

3.

In the Internet Connection Type section, select Disabled on
IPv6 – Automatic.

2. D-link
Applicable model no: DIR655
1. Open your router setting menu, choose IPv6 tab on the left hand side
2. Under “IPv6 CONNECTION TYPE” choose IPv6 over IPv4 tunnel from the
drop down menu
3. Enter the “IPv6 over IPv4 Tunnel Setting” Information as provided by your
tunnel broker
4. Under IPv6 DNS Settings, check the box “obtain a DNS server address
automatically”
5. Enter LAN IPv6 Address Settings
6. Check the box which says “Enable Autoconfiguration” and set
Autoconfiguration Type to “Stateless”
7. Click “Save Settings” on the top of the page

3. Apple
Applicable model: Airport Utility version 5.6
1. Open Airport Utility
2. Click on Advanced tab on top
3. Select IPv6 tab
4. Set IPv6 mode to Tunnel and Configure IPv6 as Manually
5. Fill in the relevant IP addresses where indicated

B. Firewall set-up
for Businesses
With a native IPv6 service provided by your ISP, SMEs need to adjust the
settings in your firewall to ensure IPv6 readiness. Depending on your firewall
this could be as easy as flicking a switch or ticking a box on the web-based
Graphical User Interface (GUI).
Here are further instructions for Cisco, SonicWALL and Fortinet firewalls. If
your product is not listed here, please contact your IT consultant for help.

1. Cisco
Applicable version: Cisco ASA 5500 series

1.

Enable IPv6 and add IPv6 address on interface
a. Install the Cisco Adaptive Security Appliance (ASA).
b. Open the Adaptive Security Device Manager (ASDM).
c. Choose Configuration > Device Setup > Interface, select the
required interface, and click Edit.
d. Click the IPv6 tab in order to specify the related IPv6 settings.
e. Choose the Enable IPv6 option, and then click Add in the
Interface IPv6 Addresses section.

f. Input the Address/Prefix Length, and then click OK.

g. Click OK in order to revert back to the Interfaces pane.

2. Add IPv6 route
a. Choose Configuration > Device Setup > Routing > Static
Routes, and click Add in order to add a route

3. Adding IPv6 ACL between interfaces
a. Choose Configuration > Firewall > Access Rules, and click on the Add
drop-down button in order to select the Add IPv6 Access Rule option. A new
window appears:

2. SonicWALL
Applicable version: OS 5.5.6
The firewall allows users to assign static as opposed to auto-assigned
addresses
1. Navigate to the Network>Interfaces page.
2. Click on the IPv6 button in the top right corner of the page. IPv6 addresses
for the appliance are displayed.
3. Click on the Configure icon for the interface you want to configure for an
IPv6 address. The Edit Interface window will then display.

Provided
by your ISP

4. In the IP Assignment pull-down menu, select Static
5. Enter the IPv6 Address for the interface
6. Enter the Prefix Length for the address
If this is the primary WAN interface, enter the IPv6 address of the Default
Gateway. If this is not the primary WAN interface, any Default Gateway entry
will be ignored, so you can skip this step.
Once again, if this is the primary WAN interface enter up to three DNS Server
IPv6 addresses. If this is not the primary WAN interface these will be ignored.
Select Enable Router Advertisement then select Advertise Subnet Prefix
of IPv6 Primary Static Address to add a default prefix into the interface
advertising prefix list. This prefix is the subnet prefix of the interface IPv6
primary static address. This option will help all hosts on the link stay in the
same subnet.

3. Fortinet
Applicable version: 4.0 MR3 Patch 7 or later version
1. Open IPv6 Options in GUI in System > Admin > Settings, Check ‘IPv6’ at
section ‘Display Options on GUI’ and click Apply.

2. Configure interface address
Go to System > Network > Interface, edit the WAN and Internal interface
and enter the IPv6 address for the firewall. Also, enable IPv6 Ping access to
allow easier troubleshooting.

3. Configure IPv6 DNS
Go to System > Network > DNS, Enter DNS servers provided by ISP in IPv6
DNS Settings, press ‘Apply’ to save.

4. Configure Default Gateway
IPv6 Default Gateway must be added via CLI. You may access the CLI console
through System > Dashboard > CLI Console. Input the following to add IPv6
static route.

6. Create Firewall Policy
Go to Policy > Policy > IPv6 Policy, click ‘Create New’ to create new
IPv6 Policy

config router static6
edit 1
set device wan1
set gateway 2001:0db8:1:1::1
next
end

5. Internal subnet routing advertisement
The IPv6 routing advertisement in FortiGate also requires CLI to setup.
Input the following via CLI console to enable routing advertisement in
internal interface.

config system interface
edit internal6
config ipv6
config ip6-prefix-list
edit 2001:0db8:1:2::/64
set autonomous-flag enable
setonlink-flag enable
set preferred-life-time 3600
next
end
set ip6-manage-flag enable
set ip6-other-flag enable
set ip6-send-adv enable
end
end

Create new ipv6 address object by clicking on ‘Source Address’, enter the
address name and click the ‘add’ button.

C. Operating system verification
for home users and businesses
Having configured most of your kit ready for IPv6, you are nearly
done, but there remains one last piece of the puzzle - the operating
system. Most modern OSs support IPv6 and require just a little manual
configuration.

1. Windows 7
Reference link: http://windows.microsoft.com/en-HK/windows7/IPv6frequently-asked-questions
For Microsoft’s latest OS, the steps
are pretty straightforward.

Enter the Intranet IPv6 subnet and press OK to save

1. Open Network Connections
by clicking the Start button
,
and then clicking Control Panel. In
the search box, type adapter, and
then, under Network and Sharing
Center, click View network
connections.
2. Right-click your network
connection and then click
Properties
. If you’re
prompted for an administrator
password or confirmation, type the
password or provide confirmation.

Select corresponding interface and address, and select service to be allowed
(or ANY to allow ALL outbound traffic). Press OK to save.

3. Make sure the check box next to
Internet Protocol Version 6 (TCP/
IPv6) is checked.

2. Mac OSX 10.1
Reference link: http://support.apple.com/kb/HT4667
Apple has supported IPv6 since Mac OSX 10.5 or above. In most cases, your
computer and applications will detect and take advantage of IPv6-enabled
networks and services without requiring any action on your part. However,
there may be times when you wish to disable or manually configure IPv6.
You can do this for each network interface using Advanced settings on the
Network pane of System Preferences.
1. Choose Apple menu > System Preferences.

2. Click Network. If ‘Network Preferences’ is locked, click on the lock icon
and enter your Administrator password to make further changes.

3. Choose the network service you want to use with IPv6, such as Ethernet or
Wi-Fi, and then click “Advanced”.

4. Make sure the Configure IPv6 pop-up menu is set to Automatic.

V. I'm done. How can I ensure I am
connecting via IPv6?
You’re almost there, but to make sure everything is updated and configured
correctly so you can use IPv6 services, there are a few tests to run.
1) A Packet Internet Grouper (PING) tool allows users to perform end-toend testing that their IPv6 connection is established,

For Mac
1. Open Terminal app.

For Windows

Click [Start] > [Run] and enter [cmd] to get into the command prompt
window,
Then issue the command “ping -6 www.ipv6now.hk”. If the result shows all
packets are returned, your IPv6 connection is working fine.

2. Type ‘ping6 www.ipv6now.hk’, and then press Enter
3. After you have received a few packets, press Ctrl-C to stop

4. Type ‘exit’ to quit the Terminal app

VI. Miscellaneous information on IPv6
in Windows

2. Next it’s important to make sure you can open your browser and
connect to the internet. Log onto your computer as you would normally do,
double click on the browser icon – Internet Explorer, Chrome, Firefox etc.
If everything is working correctly it should connect to the internet and bring
up your default web home page.
3. The Internet Society also offers a handy IPv6 test website. Follow this
link (http://ipv6test.isoc.hk/) and the site will automatically run a test on
your computer to give you information such as your IPv4 address, your IPv6
address, and whether you are able to reach IPv6-only sites.

A. IPv6 on Windows XP
IPv6 is only available in Windows XP with SP2 or later patches installed, but
it is not installed by default. To install IPv6 to Windows XP, click [Start] >
[Run] and enter [cmd] to get into the DOS window and then enter “ipv6
install”. You will be greeted with a very simple message: “Installing…”
followed by “Succeeded.”.

Once IPv6 is installed, you have to verify it is working by enter the command
“ping ::1” in DOS command mode.

A readiness score for websites running both IPv4 and IPv6 will then be
presented alongside a similar score for sites where publishers are forced to
go IPv6 only.
Although websites will not be forced to switch off IPv4 connectivity for some
time, the second score is be a good indicator of how prepared your set-up
is for when they do.

B. 6to4 and Teredo Tunnels
in Windows

While IPv6 functionality is present in Windows XP, it is not suitable for use
in a corporate network environment. The following limitations are found in
Windows XP in support of IPv6:
1. There is no graphical user interface for address assignment and this task
must be performed at command line.
2. There is no DHCPv6 client in Windows XP. An IPv6 router can only use
Stateless Address Autoconfiguration (SLAAC) to assign address to a
Windows XP PC.
3. Privacy protection mechanism in address assignment through SLAAC is not
enabled by default. Activity tracking based on the IPv6 address is possible.
4. The personal firewall of Windows XP is broken when IPv6 is installed. When
a port is open in IPv4, the same port is also open in IPv6.
5. Windows XP cannot have name resolution over IPv6. Some websites will not
be accessible by Windows XP if the domain names of the websites are hosted
in IPv6 only name servers.
GogoCLIENT can be run in Windows XP if users install the 32-bit version.

Thanks to the establishment of free tunnelling gateways by Hurricane Electric
in Hong Kong, since January 2009, Windows users in Hong Kong can access
IPv6-only websites by ways of 6to4 and Teredo tunnelling. 6to4 works with
a public IPv4 address while Teredo works with a private IPv4 address which
means an address assigned by a home router. (e.g. IPv4 address which starts
with 10 or 192.168). In simple terms, 6to4 tunnel enables Windows PCs directly
hooked up to the Internet to access IPv6-only websites. Similarly, Teredo tunnel
allows Windows PCs behind a router to access IPv6-only websites. These
tunnels are started up automatically without user configuration or intervention
and hence the name automatic tunnel is applicable.
To view the status of automatic tunnels, users can run “ipconfig /all | more” in
DOS command mode. Here is a screen capture to show the 6to4 interface
in Windows.

VII. Resource list

A. Organisations
In the interface, the 6to4 address assigned to Windows is
2002:da67:e6f1::da67:ef61 while the address of the tunnelling gateway is
2002:c058:6301::c058:6301. The first 2 bytes of the IP address for 6to4 tunnels
are always 2002.
Another screen capture to show the Teredo interface in Windows is given below.

Internet Society

www.isoc.org

Regional Internet Registries

AfriNICIPv6 Portal (Africa)
http://www.afrinic.net/IPv6/index.
htm

A Regional Internet Registry (RIR)
is an organization overseeing
the allocation and registration of
Internet number resources (e.g. IP
address) within a particular region.
There are currently five RIRs. Each
RIR provides abundant information
and guidelines on IPv6.

APNICICONSIPv6 Wiki (Asia Pacific)
http://icons.apnic.net/display/IPv6/
Home
ARINIPv6 Wiki (North America)
http://www.getipv6.info/index.php/
Main_Page
LACNICportalIPv6 (Latin America)
http://portalipv6.lacnic.net/en
IPv6 Act Now website by RIPENCC
(Europe, the Middle East and
Central Asia)
http://www.ipv6actnow.org/

In the interface, the IPv4 address 219.77.8.127 is the routable address at
the WAN link of the home router. The IPv6 address of the Teredo tunnel is
2001:0:cf2e:3096:0:78f8:24b2:f780. The first four bytes of the IP address for
Teredo tunnels are always 2001:0000.
There are some limitations on 6to4 and Teredo tunnels to connect to IPv6
only websites. There is no guarantee on the connection speed, stability and
reliability. If these tunnels work, they just work automatically. If they fail, there
is no way to do the end-to-end troubleshooting or make a complaint to the
tunnelling gateway operator.

The Number Resource Organization
(NRO)

http://www.nro.net

Guidelines for the Secure
Deployment of IPv6 by U.S.
Department of Commerce

http://csrc.nist.gov/publications/
nistpubs/800-119/sp800-119.pdf

It should be noted that in a corporate network environment, the use of
automatic tunnels such as 6to4 or Teredo may violate a company’s security
policy as the tunnels can bypass a corporate firewall to connect with IPv6
websites. In recent years, organisations and corporations tend to have their
firewall purposely set to block the setting up of unauthorised tunnels due to
security concern.

The IPv6 Forum

http://www.ipv6forum.org

B. IPv6 Development
in Hong Kong
Office of the Government Chief
Information Officer (OGCIO)

www.ogcio.gov.hk/en/business/
tech_promotion/ipv6/ipv6_
development_in_hk.htm

Office of the Communications
Authority (OFCA)

www.ofca.gov.hk/en/home/index.
html

Hong Kong Academic and Research
Network

www.jucc.edu.hk/jucc/harnet.html

Hong Kong Internet Exchange

www.hkix.net/

C. IPv6 Development in
Mainland China
Statistical Reports on the Internet
Development in China

http://www1.cnnic.cn/en/index/0O/
index.htm

China Education and Research
Network (CERNET)

http://www.edu.cn/ipv6/

D. IPv6 Information Portals
IPv6 Intelligence

http://ipv6int.net

Internet Society Hong Kong

www.isoc.hk

SixXS Net

www.sixxs.net

”IPv6 In Action” Project

www.ipv6now.hk

US IPv6

www.usipv6.com

Hong Kong Cyberport

www.cyberport.hk/

Ipv6tips.ipv6.org.tw

Hong Kong Chapter of IPv6 Forum

www.ipv6forum.hk/

Hong Kong Internet Registration
Cooperation Limited (HKIRC)

www.hkirc.hk

Taiwan Network Information Center
– IPv6 Self-study Guide (Only
Traditional Chinese is available)

www.ipv6tf.org/pdf/ipv6forall.pdf

Information Security Website
(InfoSec HK)

www.infosec.gov.hk

“IPv6 for All” – A Guide for IPv6
Usage and Application in Different
Environments by Internet Society
Chapter Argentina

Hong Kong IPv6 Directory

ipv6world.asia

Hong Kong Observatory’s IPv6
Network Time Service

www.weather.gov.hk/press/
D4/2012/pre20120329e.htm

E. Glossary

IP Address

An Internet Protocol address
(IP address) is a numerical label
assigned to each device (e.g.
computer, printer) participating
in a computer network that
uses the Internet Protocol for
communication.

6in4 tunnelling

It is a method to encapsulate IPv6
traffic into an IPv4 tunnel. It is
mostly used by tunnel brokers and
requires manual configuration.

IPv4

Internet Protocol version 4
(IPv4) is the fourth revision in
the development of the Internet
Protocol (IP). IPv4 uses 32-bit (fourbyte) addresses, which limits the
address space to 4,294,967,296 (232)
addresses.

Dual-stack

Dual-stack means that devices are
able to run IPv4 and IPv6
in parallel. It allows hosts to
simultaneously reach IPv4 and
IPv6 content, so it offers a very
flexible coexistence strategy in the
migration to IPv6.

IPv6

IPv6 (Internet Protocol version 6) is
a version of the Internet Protocol
(IP) intended to succeed IPv4. IPv6
uses 128-bit addresses, for an
address space of 2128 (approximately
3.4×1038) addresses.

Tunnel Broker

Companies or organisations that
allow users to request the creation
of an IPv6 tunnel through which
users can have IPv6 connectivity.

PING tool

A Packet Internet Grouper (PING)
tool allows a sending host to
request the target host to echo the
packets thereby testing the end-toend connection.

ISP

An Internet service provider (ISP)
is an organisation that provides
access to the Internet.There are
now over 180 licensed ISPs in Hong
Kong delivering broadband Internet
services.
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Firewall

Many households already have
a router, which is used to share a
broadband connection.Technically
speaking, a router is a device that
forwards data packets between
computer networks, creating an
overlay internetwork.
A firewall can either be softwarebased or hardware-based and is
used to help keep a network secure.
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Operating System

An operating system (OS) is a set
of software that manages computer
hardware resources and provides
common services for computer
programs. Common OS examples
are Windows 7 and Mac OSX 10.7.
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